150208. Surplus Medication Collection and Distribution Intermediary;
Requirements

(a) A surplus medication collection and distribution intermediary that is
licensed pursuant to Section 4169.5 of the Business and Professions Code,
established for the purpose of facilitating the donation of medications to or
transfer of medications between participating entities under a program
established pursuant to this division is authorized to operate under this section.

(b) A surplus medication collection and distribution intermediary shall
comply with the following:

(2) It shall not take possession, custody, or control of dangerous drugs and
devices.

(2) It shall ensure that notification is provided to participating entities that a
package has been shipped when the surplus medication collection and
distribution intermediary has knowledge of the shipment and provided
logistical support to facilitate a shipment directly from a donor organization, as
defined in subdivision (a) of Section 150202, to a participating entity.

(3) It shall not select, or direct a donor organization, as defined in subdivision
(a) of Section 150202, to select, a specific participating entity to receive surplus
medications.

(c) A surplus medication collection and distribution intermediary is
authorized to do the following:

(1) Charge membership, administrative, or overhead fees sufficient to cover
the reasonable costs of the support and services provided.

(2) Contract directly with a county to facilitate the donation of medications to
or transfer of medications between participating entities and provide general
support in a county’s implementation of a program established pursuant to this
division.

(d) No participating entities shall receive donated medication directly from
the surplus medication collection and distribution intermediary.
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CONFIDENTIALITY OF MEDICAL INFORMATION

56. Citation/Confidentialityof Medical Information Act
This part may be cited as the Confidentiality of Medical Information Act.

56.05. Definitions

For purposes of this part:

(a) “Authorization” means permission granted in accordance with Section
56.11 or 56.21 for the disclosure of medical information.

(b) “Authorized recipient” means any person who is authorized to receive
medical information pursuant to Section 56.10 or 56.20.
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(c) “Confidential communications request” means a request by a subscriber
or enrollee that health care service plan communications containing medical
information be communicated to him or her at a specific mail or email address
or specific telephone number, as designated by the subscriber or enrollee.

(d) “Contractor” means any person or entity that is a medical group,
independent practice association, pharmaceutical benefits manager, or a
medical service organization and is not a health care service plan or provider of
health care. “Contractor” does not include insurance institutions as defined in
subdivision (k) of Section 791.02 of the Insurance Code or pharmaceutical
benefits managers licensed pursuant to the Knox-Keene Health Care Service
Plan Act of 1975 (Chapter 2.2 (commencing with Section 1340) of Division 2
of the Health and Safety Code).

(e) “Endanger” means that the subscriber or enrollee fears that disclosure of
his or her medical information could subject the subscriber or enrollee to
harassment or abuse.

(f) “Enrollee” has the same meaning as that term is defined in Section 1345
of the Health and Safety Code.

(9) “Health care service plan” means any entity regulated pursuant to the
Knox-Keene Health Care Service Plan Act of 1975 (Chapter 2.2 (commencing
with Section 1340) of Division 2 of the Health and Safety Code).

(h) “Licensed health care professional” means any person licensed or
certified pursuant to Division 2 (commencing with Section 500) of the Business
and Professions Code, the Osteopathic Initiative Act or the Chiropractic
Initiative Act, or Division 2.5 (commencing with Section 1797) of the Health
and Safety Code.

(i) “Marketing” means to make a communication about a product or service
that encourages recipients of the communication to purchase or use the product
or service.

“Marketing” does not include any of the following:

(1) Communications made orally or in writing for which the communicator
does not receive direct or indirect remuneration, including, but not limited to,
gifts, fees, payments, subsidies, or other economic benefits, from a third party
for making the communication.

(2) Communications made to current enrollees solely for the purpose of
describing a provider’s participation in an existing health care provider network
or health plan network of a Knox-Keene licensed health plan to which the
enrollees already subscribe; communications made to current enrollees solely
for the purpose of describing if, and the extent to which, a product or service, or
payment for a product or service, is provided by a provider, contractor, or plan
or included in a plan of benefits of a Knox-Keene licensed health plan to which
the enrollees already subscribe; or communications made to plan enrollees
describing the availability of more cost-effective pharmaceuticals.

(3) Communications that are tailored to the circumstances of a particular
individual to educate or advise the individual about treatment options, and
otherwise maintain the individual’s adherence to a prescribed course of medical
treatment, as provided in Section 1399.901 of the Health and Safety Code, for a
chronic and seriously debilitating or life-threatening condition as defined in
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subdivisions (d) and (e) of Section 1367.21 of the Health and Safety Code, if
the health care provider, contractor, or health plan receives direct or indirect
remuneration, including, but not limited to, gifts, fees, payments, subsidies, or
other economic benefits, from a third party for making the communication, if
all of the following apply:

(A) The individual receiving the communication is notified in the
communication in typeface no smaller than 14-point type of the fact that the
provider, contractor, or health plan has been remunerated and the source of the
remuneration.

(B) The individual is provided the opportunity to opt out of receiving future
remunerated communications.

(C) The communication contains instructions in typeface no smaller than 14-
point type describing how the individual can opt out of receiving further
communications by calling a toll-free number of the health care provider,
contractor, or health plan making the remunerated communications. No further
communication may be made to an individual who has opted out after 30
calendar days from the date the individual makes the opt out request.

() “Medical information” means any individually identifiable information, in
electronic or physical form, in possession of or derived from a provider of
health care, health care service plan, pharmaceutical company, or contractor
regarding a patient’s medical history, mental or physical condition, or
treatment. “Individually identifiable” means that the medical information
includes or contains any element of personal identifying information sufficient
to allow identification of the individual, such as the patient’s name, address,
electronic mail address, telephone number, or social security number, or other
information that, alone or in combination with other publicly available
information, reveals the individual’s identity.

(k) “Patient” means any natural person, whether or not still living, who
received health care services from a provider of health care and to whom
medical information pertains.

(I) “Pharmaceutical company” means any company or business, or an agent
or representative thereof, that manufactures, sells, or distributes
pharmaceuticals, medications, or prescription drugs. “Pharmaceutical
company” does not include a pharmaceutical benefits manager, as included in
subdivision (c), or a provider of health care.

(m) “Provider of health care” means any person licensed or certified pursuant
to Division 2 (commencing with Section 500) of the Business and Professions
Code; any person licensed pursuant to the Osteopathic Initiative Act or the
Chiropractic Initiative Act; any person certified pursuant to Division 2.5
(commencing with Section 1797) of the Health and Safety Code; any clinic,
health dispensary, or health facility licensed pursuant to Division 2
(commencing with Section 1200) of the Health and Safety Code. “Provider of
health care” does not include insurance institutions as defined in subdivision (k)
of Section 791.02 of the Insurance Code.

(n) “Sensitive services” means all health care services described in Sections
6924, 6925, 6926, 6927, 6928, and 6929 of the Family Code, and Sections
121020 and 124260 of the Health and Safety Code, obtained by a patient at or
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above the minimum age specified for consenting to the service specified in the
section.

(0) “Subscriber” has the same meaning as that term is defined in Section
1345 of the Health and Safety Code.

56.06. Application to Businesses

(a) Any business organized for the purpose of maintaining medical
information, as defined in subdivision (g) of Section 56.05, in order to make the
information available to an individual or to a provider of health care at the
request of the individual or a provider of health care, for purposes of allowing
the individual to manage his or her information, or for the diagnosis and
treatment of the individual, shall be deemed to be a provider of health care
subject to the requirements of this part. However, nothing in this section shall
be construed to make a business specified in this subdivision a provider of
health care for purposes of any law other than this part, including laws that
specifically incorporate by reference the definitions of this part.

(b) Any business that offers software or hardware to consumers, including a
mobile application or other related device that is designed to maintain medical
information, as defined in subdivision (j) of Section 56.05, in order to make the
information available to an individual or a provider of health care at the request
of the individual or a provider of health care, for purposes of allowing the
individual to manage his or her information, or for the diagnosis, treatment, or
management of a medical condition of the individual, shall be deemed to be a
provider of health care subject to the requirements of this part. However,
nothing in this section shall be construed to make a business specified in this
subdivision a provider of health care for purposes of any law other than this
part, including laws that specifically incorporate by reference the definitions of
this part.

(c) Any business described in subdivision (a) or (b) shall maintain the same
standards of confidentiality required of a provider of health care with respect to
medical information disclosed to the business.

(d) Any business described in subdivision (a) or (b) shall be subject to the
penalties for improper use and disclosure of medical information prescribed in
this part.

56.07. Corporation or Entity to Provide Patient with Copy of Medical
Information, Profile or Summary Maintained

(a) Except as provided in subdivision (c), upon the patient's written request,
any corporation described in Section 56.06, or any other entity that compiles or
maintains medical information for any reason, shall provide the patient, at no
charge, with a copy of any medical profile, summary, or information
maintained by the corporation or entity with respect to the patient.

(b) A request by a patient pursuant to this section shall not be deemed to be an
authorization by the patient for the release or disclosure of any information to
any person or entity other than the patient.

(c) This section shall not apply to any patient records that are subject to
inspection by the patient pursuant to Section 123110 of the Health and Safety
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Code and shall not be deemed to limit the right of a health care provider to
charge a fee for the preparation of a summary of patient records as provided in
Section 123130 of the Health and Safety Code. This section shall not apply to
a health care service plan licensed pursuant to Chapter 2.2 (commencing with
Section 1340) of Division 2 of the Health and Safety Code or a disability
insurer licensed pursuant to the Insurance Code. This section shall not apply to
medical information compiled or maintained by a fire and casualty insurer or its
retained counsel in the regular course of investigating or litigating a claim
under a policy of insurance that it has written. For the purposes of this section,
a fire and casualty insurer is an insurer writing policies that may be sold by a
fire and casualty licensee pursuant to Section 1625 of the Insurance Code.

CHAPTER 2. DISCLOSURE OF MEDICAL INFORMATION BY
PROVIDERS

56.10. Prohibition of Unauthorized Disclosure of Medical Information

(a) A provider of health care, health care service plan, or contractor shall not
disclose medical information regarding a patient of the provider of health care
or an enrollee or subscriber of a health care service plan without first obtaining
an authorization, except as provided in subdivision (b) or (c).

(b) A provider of health care, a health care service plan, or a contractor shall
disclose medical information if the disclosure is compelled by any of the
following:

(1) By a court pursuant to an order of that court.

(2) By a board, commission, or administrative agency for purposes of
adjudication pursuant to its lawful authority.

(3) By a party to a proceeding before a court or administrative agency
pursuant to a subpoena, subpoena duces tecum, notice to appear served
pursuant to Section 1987 of the Code of Civil Procedure, or any provision
authorizing discovery in a proceeding before a court or administrative agency.

(4) By a board, commission, or administrative agency pursuant to an
investigative subpoena issued under Article 2 (commencing with Section
11180) of Chapter 2 of Part 1 of Division 3 of Title 2 of the Government Code.

(5) By an arbitrator or arbitration panel, when arbitration is lawfully
requested by either party, pursuant to a subpoena duces tecum issued under
Section 1282.6 of the Code of Civil Procedure, or another provision authorizing
discovery in a proceeding before an arbitrator or arbitration panel.

(6) By a search warrant lawfully issued to a governmental law enforcement
agency.

(7) By the patient or the patient’s representative pursuant to Chapter 1
(commencing with Section 123100) of Part 1 of Division 106 of the Health and
Safety Code.

(8) By a medical examiner, forensic pathologist, or coroner, when requested
in the course of an investigation by a medical examiner, forensic pathologist, or
coroner’s office for the purpose of identifying the decedent or locating next of
kin, or when investigating deaths that may involve public health concerns,

406



organ or tissue donation, child abuse, elder abuse, suicides, poisonings,
accidents, sudden infant deaths, suspicious deaths, unknown deaths, or criminal
deaths, or upon notification of, or investigation of, imminent deaths that may
involve organ or tissue donation pursuant to Section 7151.15 of the Health and
Safety Code, or when otherwise authorized by the decedent’s representative.
Medical information requested by a medical examiner, forensic pathologist, or
coroner under this paragraph shall be limited to information regarding the
patient who is the decedent and who is the subject of the investigation or who is
the prospective donor and shall be disclosed to a medical examiner, forensic
pathologist, or coroner without delay upon request. A medical examiner,
forensic pathologist, or coroner shall not disclose the information contained in
the medical record obtained pursuant to this paragraph to a third party without a
court order or authorization pursuant to paragraph (4) of subdivision (c) of
Section 56.11.

(9) When otherwise specifically required by law.

(c) A provider of health care or a health care service plan may disclose
medical information as follows:

(1) The information may be disclosed to providers of health care, health care
service plans, contractors, or other health care professionals or facilities for
purposes of diagnosis or treatment of the patient. This includes, in an
emergency situation, the communication of patient information by radio
transmission or other means between emergency medical personnel at the scene
of an emergency, or in an emergency medical transport vehicle, and emergency
medical personnel at a health facility licensed pursuant to Chapter 2
(commencing with Section 1250) of Division 2 of the Health and Safety Code.

(2) The information may be disclosed to an insurer, employer, health care
service plan, hospital service plan, employee benefit plan, governmental
authority, contractor, or other person or entity responsible for paying for health
care services rendered to the patient, to the extent necessary to allow
responsibility for payment to be determined and payment to be made. If (A) the
patient is, by reason of a comatose or other disabling medical condition, unable
to consent to the disclosure of medical information and (B) no other
arrangements have been made to pay for the health care services being rendered
to the patient, the information may be disclosed to a governmental authority to
the extent necessary to determine the patient’s eligibility for, and to obtain,
payment under a governmental program for health care services provided to the
patient. The information may also be disclosed to another provider of health
care or health care service plan as necessary to assist the other provider or
health care service plan in obtaining payment for health care services rendered
by that provider of health care or health care service plan to the patient.

(3) The information may be disclosed to a person or entity that provides
billing, claims management, medical data processing, or other administrative
services for providers of health care or health care service plans or for any of
the persons or entities specified in paragraph (2). However, information so
disclosed shall not be further disclosed by the recipient in a way that would
violate this part.
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(4) The information may be disclosed to organized committees and agents of
professional societies or of medical staffs of licensed hospitals, licensed health
care service plans, professional standards review organizations, independent
medical review organizations and their selected reviewers, utilization and
quality control peer review organizations as established by Congress in Public
Law 97-248 in 1982, contractors, or persons or organizations insuring,
responsible for, or defending professional liability that a provider may incur, if
the committees, agents, health care service plans, organizations, reviewers,
contractors, or persons are engaged in reviewing the competence or
qualifications of health care professionals or in reviewing health care services
with respect to medical necessity, level of care, quality of care, or justification
of charges.

(5) The information in the possession of a provider of health care or a health
care service plan may be reviewed by a private or public body responsible for
licensing or accrediting the provider of health care or a health care service plan.
However, no patient-identifying medical information may be removed from the
premises except as expressly permitted or required elsewhere by law, nor shall
that information be further disclosed by the recipient in a way that would
violate this part.

(6) The information may be disclosed to a medical examiner, forensic
pathologist, or county coroner in the course of an investigation by a medical
examiner, forensic pathologist, or coroner’s office when requested for all
purposes not included in paragraph (8) of subdivision (b). A medical examiner,
forensic pathologist, or coroner shall not disclose the information contained in
the medical record obtained pursuant to this paragraph to a third party without a
court order or authorization pursuant to paragraph (4) of subdivision (c) of
Section 56.11.

(7) The information may be disclosed to public agencies, clinical
investigators, including investigators conducting epidemiologic studies, health
care research organizations, and accredited public or private nonprofit
educational or health care institutions for bona fide research purposes.
However, no information so disclosed shall be further disclosed by the recipient
in a way that would disclose the identity of a patient or violate this part.

(8) A provider of health care or health care service plan that has created
medical information as a result of employment-related health care services to
an employee conducted at the specific prior written request and expense of the
employer may disclose to the employee’s employer that part of the information
that:

(A) Is relevant in a lawsuit, arbitration, grievance, or other claim or challenge
to which the employer and the employee are parties and in which the patient
has placed in issue his or her medical history, mental or physical condition, or
treatment, provided that information may only be used or disclosed in
connection with that proceeding.

(B) Describes functional limitations of the patient that may entitle the patient
to leave from work for medical reasons or limit the patient’s fitness to perform
his or her present employment, provided that no statement of medical cause is
included in the information disclosed.
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(9) Unless the provider of health care or a health care service plan is notified
in writing of an agreement by the sponsor, insurer, or administrator to the
contrary, the information may be disclosed to a sponsor, insurer, or
administrator of a group or individual insured or uninsured plan or policy that
the patient seeks coverage by or benefits from, if the information was created
by the provider of health care or health care service plan as the result of
services conducted at the specific prior written request and expense of the
sponsor, insurer, or administrator for the purpose of evaluating the application
for coverage or benefits.

(10) The information may be disclosed to a health care service plan by
providers of health care that contract with the health care service plan and may
be transferred among providers of health care that contract with the health care
service plan, for the purpose of administering the health care service plan.
Medical information shall not otherwise be disclosed by a health care service
plan except in accordance with this part.

(11) This part does not prevent the disclosure by a provider of health care or
a health care service plan to an insurance institution, agent, or support
organization, subject to Article 6.6 (commencing with Section 791) of Chapter
1 of Part 2 of Division 1 of the Insurance Code, of medical information if the
insurance institution, agent, or support organization has complied with all of the
requirements for obtaining the information pursuant to Article 6.6
(commencing with Section 791) of Chapter 1 of Part 2 of Division 1 of the
Insurance Code.

(12) The information relevant to the patient’s condition, care, and treatment
provided may be disclosed to a probate court investigator in the course of an
investigation required or authorized in a conservatorship proceeding under the
Guardianship-Conservatorship Law as defined in Section 1400 of the Probate
Code, or to a probate court investigator, probation officer, or domestic relations
investigator engaged in determining the need for an initial guardianship or
continuation of an existing guardianship.

(13) The information may be disclosed to an organ procurement organization
or a tissue bank processing the tissue of a decedent for transplantation into the
body of another person, but only with respect to the donating decedent, for the
purpose of aiding the transplant. For the purpose of this paragraph, “tissue
bank” and “tissue” have the same meanings as defined in Section 1635 of the
Health and Safety Code.

(14) The information may be disclosed when the disclosure is otherwise
specifically authorized by law, including, but not limited to, the voluntary
reporting, either directly or indirectly, to the federal Food and Drug
Administration of adverse events related to drug products or medical device
problems, or to disclosures made pursuant to subdivisions (b) and (c) of Section
11167 of the Penal Code by a person making a report pursuant to Sections
11165.9 and 11166 of the Penal Code, provided that those disclosures concern
a report made by that person.

(15) Basic information, including the patient’s name, city of residence, age,
sex, and general condition, may be disclosed to a state-recognized or federally
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recognized disaster relief organization for the purpose of responding to disaster
welfare inquiries.

(16) The information may be disclosed to a third party for purposes of
encoding, encrypting, or otherwise anonymizing data. However, no information
so disclosed shall be further disclosed by the recipient in a way that would
violate this part, including the unauthorized manipulation of coded or encrypted
medical information that reveals individually identifiable medical information.

(17) For purposes of disease management programs and services as defined
in Section 1399.901 of the Health and Safety Code, information may be
disclosed as follows: (A) to an entity contracting with a health care service plan
or the health care service plan’s contractors to monitor or administer care of
enrollees for a covered benefit, if the disease management services and care are
authorized by a treating physician, or (B) to a disease management
organization, as defined in Section 1399.900 of the Health and Safety Code,
that complies fully with the physician authorization requirements of Section
1399.902 of the Health and Safety Code, if the health care service plan or its
contractor provides or has provided a description of the disease management
services to a treating physician or to the health care service plan’s or
contractor’s network of physicians. This paragraph does not require physician
authorization for the care or treatment of the adherents of a well-recognized
church or religious denomination who depend solely upon prayer or spiritual
means for healing in the practice of the religion of that church or denomination.

(18) The information may be disclosed, as permitted by state and federal law
or regulation, to a local health department for the purpose of preventing or
controlling disease, injury, or disability, including, but not limited to, the
reporting of disease, injury, vital events, including, but not limited to, birth or
death, and the conduct of public health surveillance, public health
investigations, and public health interventions, as authorized or required by
state or federal law or regulation.

(19) The information may be disclosed, consistent with applicable law and
standards of ethical conduct, by a psychotherapist, as defined in Section 1010
of the Evidence Code, if the psychotherapist, in good faith, believes the
disclosure is necessary to prevent or lessen a serious and imminent threat to the
health or safety of a reasonably foreseeable victim or victims, and the
disclosure is made to a person or persons reasonably able to prevent or lessen
the threat, including the target of the threat.

(20) The information may be disclosed as described in Section 56.103.

(21) (A) The information may be disclosed to an employee welfare benefit
plan, as defined under Section 3(1) of the Employee Retirement Income
Security Act of 1974 (29 U.S.C. Sec. 1002(1)), which is formed under Section
302(c)(5) of the Taft-Hartley Act (29 U.S.C. Sec. 186(c)(5)), to the extent that
the employee welfare benefit plan provides medical care, and may also be
disclosed to an entity contracting with the employee welfare benefit plan for
billing, claims management, medical data processing, or other administrative
services related to the provision of medical care to persons enrolled in the
employee welfare benefit plan for health care coverage, if all of the following
conditions are met:
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(i) The disclosure is for the purpose of determining eligibility, coordinating
benefits, or allowing the employee welfare benefit plan or the contracting entity
to advocate on the behalf of a patient or enrollee with a provider, a health care
service plan, or a state or federal regulatory agency.

(ii) The request for the information is accompanied by a written authorization
for the release of the information submitted in @ manner consistent with
subdivision (a) and Section 56.11.

(iii) The disclosure is authorized by and made in a manner consistent with the
Health Insurance Portability and Accountability Act of 1996 (Public Law 104-
191).

(iv) Any information disclosed is not further used or disclosed by the
recipient in any way that would directly or indirectly violate this part or the
restrictions imposed by Part 164 of Title 45 of the Code of Federal Regulations,
including the manipulation of the information in any way that might reveal
individually identifiable medical information.

(B) For purposes of this paragraph, Section 1374.8 of the Health and Safety
Code shall not apply.

(22) Information may be disclosed pursuant to subdivision (a) of Section
15633.5 of the Welfare and Institutions Code by a person required to make a
report pursuant to Section 15630 of the Welfare and Institutions Code, provided
that the disclosure under subdivision (a) of Section 15633.5 concerns a report
made by that person. Covered entities, as they are defined in Section 160.103 of
Title 45 of the Code of Federal Regulations, shall comply with the requirements
of the Health Insurance Portability and Accountability Act (HIPAA) privacy
rule pursuant to subsection (c) of Section 164.512 of Title 45 of the Code of
Federal Regulations if the disclosure is not for the purpose of public health
surveillance, investigation, intervention, or reporting an injury or death.

(d) Except to the extent expressly authorized by a patient, enrollee, or
subscriber, or as provided by subdivisions (b) and (c), a provider of health care,
health care service plan, contractor, or corporation and its subsidiaries and
affiliates shall not intentionally share, sell, use for marketing, or otherwise use
medical information for a purpose not necessary to provide health care services
to the patient.

(e) Except to the extent expressly authorized by a patient or enrollee or
subscriber or as provided by subdivisions (b) and (c), a contractor or
corporation and its subsidiaries and affiliates shall not further disclose medical
information regarding a patient of the provider of health care or an enrollee or
subscriber of a health care service plan or insurer or self-insured employer
received under this section to a person or entity that is not engaged in providing
direct health care services to the patient or his or her provider of health care or
health care service plan or insurer or self-insured employer.

(F) For purposes of this section, a reference to a “medical examiner, forensic
pathologist, or coroner” means a coroner or deputy coroner as described in
subdivision (c) of Section 830.35 of the Penal Code, or a licensed physician
who currently performs official autopsies on behalf of a county coroner’s office
or a medical examiner’s office, whether as a government employee or under
contract to that office.
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56.1007. Authorized Disclosure of Medical Information

(a) A provider of health care, health care service plan, or contractor may, in
accordance with subdivision (c) or (d), disclose to a family member, other
relative, domestic partner, or a close personal friend of the patient, or any other
person identified by the patient, the medical information directly relevant to
that person's involvement with the patient's care or payment related to the
patient's health care.

(b) A provider of health care, health care service plan, or contractor may use
or disclose medical information to notify, or assist in the notification of,
including identifying or locating, a family member, a personal representative of
the patient, a domestic partner, or another person responsible for the care of the
patient of the patient's location, general condition, or death. Any use or
disclosure of medical information for those notification purposes shall be in
accordance with the provisions of subdivision (c), (d), or (e), as applicable.

(c) (1) Except as provided in paragraph (2), if the patient is present for, or
otherwise available prior to, a use or disclosure permitted by subdivision (a) or
(b) and has the capacity to make health care decisions, the provider of health
care, health care service plan, or contractor may use or disclose the medical
information if it does any of the following:

(A) Obtains the patient's agreement.

(B) Provides the patient with the opportunity to object to the disclosure, and
the patient does not express an objection.

(C) Reasonably infers from the circumstances, based on the exercise of
professional judgment, that the patient does not object to the disclosure.

(2) A provider of health care who is a psychotherapist, as defined in Section
1010 of the Evidence Code, may use or disclose medical information pursuant
to this subdivision only if the psychotherapist complies with subparagraph (A)
or (B) of paragraph (1).

(d) If the patient is not present, or the opportunity to agree or object to the use
or disclosure cannot practicably be provided because of the patient's incapacity
or an emergency circumstance, the provider of health care, health care service
plan, or contractor may, in the exercise of professional judgment, determine
whether the disclosure is in the best interests of the patient and, if so, disclose
only the medical information that is directly relevant to the person's
involvement with the patient's health care. A provider of health care, health
care service plan, or contractor may use professional judgment and its
experience with common practice to make reasonable inferences of the patient's
best interest in allowing a person to act on behalf of the patient to pick up filled
prescriptions, medical supplies, X-rays, or other similar forms of medical
information.

(e) A provider of health care, health care service plan, or contractor may use
or disclose medical information to a public or private entity authorized by law
or by its charter to assist in disaster relief efforts, for the purpose of
coordinating with those entities the uses or disclosures permitted by subdivision
(b). The requirements in subdivisions (c) and (d) apply to those uses and
disclosures to the extent that the provider of health care, health care service
plan, or contractor, in the exercise of professional judgment, determines that the
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requirements do not interfere with the ability to respond to the emergency
circumstances.

(f) Nothing in this section shall be construed to interfere with or limit the
access authority of Protection and Advocacy, Inc., the Office of Patients'
Rights, or any county patients' rights advocates to access medical information
pursuant to any state or federal law.

56.101. Protection of Electronic Medical Information Integrity; Record
Changes Made to Electronic Medical Record

(a) Every provider of health care, health care service plan, pharmaceutical
company, or contractor who creates, maintains, preserves, stores, abandons,
destroys, or disposes of medical information shall do so in a manner that
preserves the confidentiality of the information contained therein. Any provider
of health care, health care service plan, pharmaceutical company, or contractor
who negligently creates, maintains, preserves, stores, abandons, destroys, or
disposes of medical information shall be subject to the remedies and penalties
provided under subdivisions (b) and (c) of Section 56.36.

(b) (1) An electronic health record system or electronic medical record system
shall do the following:

(A) Protect and preserve the integrity of electronic medical information.

(B) Automatically record and preserve any change or deletion of any
electronically stored medical information. The record of any change or deletion
shall include the identity of the person who accessed and changed the medical
information, the date and time the medical information was accessed, and the
change that was made to the medical information.

(2) A patient’s right to access or receive a copy of his or her electronic
medical records upon request shall be consistent with applicable state and
federal laws governing patient access to, and the use and disclosures of,
medical information.

(c) This section shall apply to an “electronic medical record” or “electronic
health record” that meets the definition of “electronic health record,” as that
term is defined in Section 17921(5) of Title 42 of the United States Code.

56.102. Disclosure of Medical Information to Pharmaceutical Company
not Required; Exceptions

(a) A pharmaceutical company may not require a patient, as a condition of
receiving pharmaceuticals, medications, or prescription drugs, to sign an
authorization, release, consent, or waiver that would permit the disclosure of
medical information that otherwise may not be disclosed under Section 56.10
or any other provision of law, unless the disclosure is for one of the following
purposes:

(1) Enrollment of the patient in a patient assistance program or prescription
drug discount program.

(2) Enrollment of the patient in a clinical research project.

(3) Prioritization of distribution to the patient of a prescription medicine in
limited supply in the United States.
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(4) Response to an inquiry from the patient communicated in writing, by
telephone, or by electronic mail.

(b) Except as provided in subdivision (a) or Section 56.10, a pharmaceutical
company may not disclose medical information provided to it without first
obtaining a valid authorization from the patient.

56.104. Standards for Disclosing Information Related to Outpatient
Psychotherapy

(a) Notwithstanding subdivision (c) of Section 56.10, except as provided in
subdivision (e), no provider of health care, health care service plan, or
contractor may release medical information to persons or entities who have
requested that information and who are authorized by law to receive that
information pursuant to subdivision (c) of Section 56.10, if the requested
information specifically relates to the patient’s participation in outpatient
treatment with a psychotherapist, unless the person or entity requesting that
information submits to the patient pursuant to subdivision (b) and to the
provider of health care, health care service plan, or contractor a written request,
signed by the person requesting the information or an authorized agent of the
entity requesting the information, that includes all of the following:

(1) The specific information relating to a patient’s participation in outpatient
treatment with a psychotherapist being requested and its specific intended use
Or uses.

(2) The length of time during which the information will be kept before being
destroyed or disposed of. A person or entity may extend that timeframe,
provided that the person or entity notifies the provider, plan, or contractor of
the extension. Any notification of an extension shall include the specific reason
for the extension, the intended use or uses of the information during the
extended time, and the expected date of the destruction of the information.

(3) A statement that the information will not be used for any purpose other
than its intended use.

(4) A statement that the person or entity requesting the information will
destroy the information and all copies in the person’s or entity’s possession or
control, will cause it to be destroyed, or will return the information and all
copies of it before or immediately after the length of time specified in
paragraph (2) has expired.

(b) The person or entity requesting the information shall submit a copy of the
written request required by this section to the patient within 30 days of receipt
of the information requested, unless the patient has signed a written waiver in
the form of a letter signed and submitted by the patient to the provider of health
care or health care service plan waiving notification.

(c) For purposes of this section, “psychotherapist” means a person who is
both a “psychotherapist” as defined in Section 1010 of the Evidence Code and a
“provider of health care” as defined in Section 56.05.

(d) This section does not apply to the disclosure or use of medical
information by a law enforcement agency or a regulatory agency when required
for an investigation of unlawful activity or for licensing, certification, or
regulatory purposes, unless the disclosure is otherwise prohibited by law.
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(e) This section shall not apply to any of the following:

(1) Information authorized to be disclosed pursuant to paragraph (1) of
subdivision (c) of Section 56.10.

(2) Information requested from a psychotherapist by law enforcement or by
the target of the threat subsequent to a disclosure by that psychotherapist
authorized by paragraph (19) of subdivision (c) of Section 56.10, in which the
additional information is clearly necessary to prevent the serious and imminent
threat disclosed under that paragraph.

(3) Information disclosed by a psychotherapist pursuant to paragraphs (14)
and (22) of subdivision (c) of Section 56.10 and requested by an agency
investigating the abuse reported pursuant to those paragraphs.

(f) Nothing in this section shall be construed to grant any additional authority
to a provider of health care, health care service plan, or contractor to disclose
information to a person or entity without the patient’s consent.

56.105. Disclosure of Records for Malpractice Suits

Whenever, prior to the service of a complaint upon a defendant in any action
arising out of the professional negligence of a person holding a valid
physician’s and surgeon’s certificate issued pursuant to Chapter 5 (commencing
with Section 2000) of Division 2 of the Business and Professions Code, or a
person holding a valid license as a marriage and family therapist issued
pursuant to Chapter 13 (commencing with Section 4980) of Division 2 of the
Business and Professions Code, a demand for settlement or offer to
compromise is made on a patient’s behalf, the demand or offer shall be
accompanied by an authorization to disclose medical information to persons or
organizations insuring, responsible for, or defending professional liability that
the certificate holder may incur. The authorization shall be in accordance with
Section 56.11 and shall authorize disclosure of that information that is
necessary to investigate issues of liability and extent of potential damages in
evaluating the merits of the demand for settlement or offer to compromise.

Notice of any request for medical information made pursuant to an
authorization as provided by this section shall be given to the patient or the
patient’s legal representative. The notice shall describe the inclusive subject
matter and dates of the materials requested and shall also authorize the patient
or the patient’s legal representative to receive, upon request, copies of the
information at his or her expense.

Nothing in this section shall be construed to waive or limit any applicable
privileges set forth in the Evidence Code except for the disclosure of medical
information subject to the patient’s authorization. Nothing in this section shall
be construed as authorizing a representative of any person from whom
settlement has been demanded to communicate in violation of the physician-
patient privilege with a treating physician, or to communicate in violation of the
psychotherapist-patient privilege with a treating licensed marriage and family
therapist, except for the medical information request.

The requirements of this section are independent of the requirements of
Section 364 of the Code of Civil Procedure.
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56.11. Standards for Authorizing Medical Information Disclosure

Any person or entity that wishes to obtain medical information pursuant to
subdivision (2) of Section 56.10, other than a person or entity authorized to
receive medical information pursuant to subdivision (b) or (c) of Section 56.10,
except as provided in paragraph (21) of subdivision (c) of Section 56.10, shall
obtain a valid authorization for the release of this information.

An authorization for the release of medical information by a provider of
health care, health care service plan, pharmaceutical company, or contractor
shall be valid if it:

(@) Is handwritten by the person who signs it or is in a typeface no smaller
than 14-point type.

(b) Is clearly separate from any other language present on the same page and
is executed by a signature which serves no other purpose than to execute the
authorization.

(c) Is signed and dated by one of the following:

(1) The patient. A patient who is a minor may only sign an authorization for
the release of medical information obtained by a provider of health care, health
care service plan, pharmaceutical company, or contractor in the course of
furnishing services to which the minor could lawfully have consented under
Part 1 (commencing with Section 25) or Part 2.7 (commencing with Section
60).

(2) The legal representative of the patient, if the patient is a minor or an
incompetent. However, authorization may not be given under this subdivision
for the disclosure of medical information obtained by the provider of health
care, health care service plan, pharmaceutical company, or contractor in the
course of furnishing services to which a minor patient could lawfully have
consented under Part 1 (commencing with Section 25) or Part 2.7 (commencing
with Section 60).

(3) The spouse of the patient or the person financially responsible for the
patient, where the medical information is being sought for the sole purpose of
processing an application for health insurance or for enrollment in a nonprofit
hospital plan, a health care service plan, or an employee benefit plan, and
where the patient is to be an enrolled spouse or dependent under the policy or
plan.

(4) The beneficiary or personal representative of a deceased patient.

(d) States the specific uses and limitations on the types of medical information
to be disclosed.

(e) States the name or functions of the provider of health care, health care
service plan, pharmaceutical company, or contractor that may disclose the
medical information.

(f) States the name or functions of the persons or entities authorized to receive
the medical information.

(9) States the specific uses and limitations on the use of the medical
information by the persons or entities authorized to receive the medical
information.
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(h) States a specific date after which the provider of health care, health care
service plan, pharmaceutical company, or contractor is no longer authorized to
disclose the medical information.

(i) Advises the person signing the authorization of the right to receive a copy
of the authorization.

56.12. Requirement to Furnish Information

Upon demand by the patient or the person who signed an authorization, a
provider of health care, health care service plan, pharmaceutical company, or
contractor possessing the authorization shall furnish a true copy thereof.

56.13. Prohibition of Further Disclosure

A recipient of medical information pursuant to an authorization as provided by
this chapter or pursuant to the provisions of subdivision (c) of Section 56.10
may not further disclose that medical information except in accordance with a
new authorization that meets the requirements of Section 56.11, or as
specifically required or permitted by other provisions of this chapter or by law.

56.14. Limitations on Use of Disclosed Information

A provider of health care, health care service plan, or contractor that discloses
medical information pursuant to the authorizations required by this chapter
shall communicate to the person or entity to which it discloses the medical
information any limitations in the authorization regarding the use of the
medical information. No provider of health care, health care service plan, or
contractor that has attempted in good faith to comply with this provision shall
be liable for any unauthorized use of the medical information by the person or
entity to which the provider, plan, or contractor disclosed the medical
information.

56.15. Patient’s Right to Cancel or Modify Disclosure Authorization

Nothing in this part shall be construed to prevent a person who could sign the
authorization pursuant to subdivision (c) of Section 56.11 from cancelling or
modifying an authorization. However, the cancellation or modification shall be
effective only after the provider of health care actually receives written notice
of the cancellation or modification.

56.16. Information Providers May Disclose Without Authorization

For disclosures not addressed by Section 56.1007, unless there is a specific
written request by the patient to the contrary, nothing in this part shall be
construed to prevent a general acute care hospital, as defined in subdivision (a)
of Section 1250 of the Health and Safety Code, upon an inquiry concerning a
specific patient, from releasing at its discretion any of the following
information: the patient’s name, address, age, and sex; a general description of
the reason for treatment (whether an injury, a burn, poisoning, or some
unrelated condition); the general nature of the injury, burn, poisoning, or other
condition; the general condition of the patient; and any information that is not
medical information as defined in Section 56.05.
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CHAPTER 6. RELATIONSHIP TO EXISTING LAW

56.30. Exceptions to the Act

The disclosure and use of the following medical information shall not be
subject to the limitations of this part:

(a) (Mental health and developmental disabilities) Information and records
obtained in the course of providing services under Division 4 (commencing
with Section 4000), Division 4.1 (commencing with Section 4400), Division
4.5 (commencing with Section 4500), Division 5 (commencing with Section
5000), Division 6 (commencing with Section 6000), or Division 7
(commencing with Section 7100) of the Welfare and Institutions Code.

(b) (Public social services) Information and records that are subject to
Sections 10850, 14124.1, and 14124.2 of the Welfare and Institutions Code.

(c) (State health services, communicable diseases, developmental disabilities)
Information and records maintained pursuant to former Chapter 2 (commencing
with Section 200) of Part 1 of Division 1 of the Health and Safety Code and
pursuant to the Communicable Disease Prevention and Control Act
(subdivision (a) of Section 27 of the Health and Safety Code).

(d) (Licensing and statistics) Information and records maintained pursuant to
Division 2 (commencing with Section 1200) and Part 1 (commencing with
Section 102100) of Division 102 of the Health and Safety Code; pursuant to
Chapter 3 (commencing with Section 1200) of Division 2 of the Business and
Professions Code; and pursuant to Section 8608, 8817, or 8909 of the Family
Code.

(e) (Medical survey, workers’ safety) Information and records acquired and
maintained or disclosed pursuant to Sections 1380 and 1382 of the Health and
Safety Code and pursuant to Division 5 (commencing with Section 6300) of the
Labor Code.

() (Industrial accidents) Information and records acquired, maintained, or
disclosed pursuant to Division 1 (commencing with Section 50), Division 4
(commencing with Section 3200), Division 4.5 (commencing with Section
6100), and Division 4.7 (commencing with Section 6200) of the Labor Code.

(9) (Law enforcement) Information and records maintained by a health
facility which are sought by a law enforcement agency under Chapter 3.5
(commencing with Section 1543) of Title 12 of Part 2 of the Penal Code.

(h) (Investigations of employment accident or illness) Information and
records sought as part of an investigation of an on-the-job accident or illness
pursuant to Division 5 (commencing with Section 6300) of the Labor Code or
pursuant to Section 105200 of the Health and Safety Code.

(i) (Alcohol or drug abuse) Information and records subject to the federal
alcohol and drug abuse regulations (Part 2 (commencing with Section 2.1) of
Subchapter A of Chapter 1 of Title 42 of the Code of Federal Regulations) or to
Section 11845.5 of the Health and Safety Code dealing with alcohol and drug
abuse.

(j) (Patient discharge data) Nothing in this part shall be construed to limit,
expand, or otherwise affect the authority of the California Health Facilities
Commission to collect patient discharge information from health facilities.
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(k) Medical information and records disclosed to, and their use by, the
Insurance Commissioner, the Director of the Department of Managed Health
Care, the Division of Industrial Accidents, the Workers” Compensation Appeals
Board, the Department of Insurance, or the Department of Managed Health
Care.

(1) Medical information and records related to services provided on and after
January 1, 2006, disclosed to, and their use by, the Managed Risk Medical
Insurance Board to the same extent that those records are required to be
provided to the board related to services provided on and after July 1, 2009, to
comply with Section 403 of the federal Children’s Health Insurance Program
Reauthorization Act of 2009 (Public Law 111-3), applying subdivision (c) of
Section 1932 of the federal Social Security Act.

56.31. Disclosure of Patient Information Related to HIV Prohibited
without Authorization

Notwithstanding any other provision of law, nothing in subdivision (f) of
Section 56.30 shall permit the disclosure or use of medical information
regarding whether a patient is infected with or exposed to the human
immunodeficiency virus without the prior authorization from the patient unless
the patient is an injured worker claiming to be infected with or exposed to the
human immunodeficiency virus through an exposure incident arising out of and
in the course of employment.

CHAPTER 7. VIOLATIONS

56.35. Limitation on Damage Awards and Attorney Fee Awards

In addition to any other remedies available at law, a patient whose medical
information has been used or disclosed in violation of Section 56.10 or 56.104
or 56.20 or subdivision (a) of Section 56.26 and who has sustained economic
loss or personal injury therefrom may recover compensatory damages, punitive
damages not to exceed three thousand dollars ($3,000), attorneys' fees not to
exceed one thousand dollars ($1,000), and the costs of litigation.

56.36. Penalties

(a) A violation of the provisions of this part that results in economic loss or
personal injury to a patient is punishable as a misdemeanor.

(b) In addition to any other remedies available at law, an individual may
bring an action against a person or entity who has negligently released
confidential information or records concerning him or her in violation of this
part, for either or both of the following:

(1) Except as provided in subdivision (e), nominal damages of one thousand
dollars ($1,000). In order to recover under this paragraph, it is not necessary
that the plaintiff suffered or was threatened with actual damages.

(2) The amount of actual damages, if any, sustained by the patient.

(c) (1) In addition, a person or entity that negligently discloses medical
information in violation of the provisions of this part shall also be liable,
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irrespective of the amount of damages suffered by the patient as a result of that
violation, for an administrative fine or civil penalty not to exceed two thousand
five hundred dollars ($2,500) per violation.

(2) (A) A person or entity, other than a licensed health care professional, who
knowingly and willfully obtains, discloses, or uses medical information in
violation of this part shall be liable for an administrative fine or civil penalty
not to exceed twenty-five thousand dollars ($25,000) per violation.

(B) A licensed health care professional who knowingly and willfully obtains,
discloses, or uses medical information in violation of this part shall be liable on
a first violation for an administrative fine or civil penalty not to exceed two
thousand five hundred dollars ($2,500) per violation, on a second violation for
an administrative fine or civil penalty not to exceed ten thousand dollars
($10,000) per violation, or on a third and subsequent violation for an
administrative fine or civil penalty not to exceed twenty-five thousand dollars
($25,000) per violation. This subdivision shall not be construed to limit the
liability of a health care service plan, a contractor, or a provider of health care
that is not a licensed health care professional for a violation of this part.

(3) (A) A person or entity, other than a licensed health care professional, who
knowingly or willfully obtains or uses medical information in violation of this
part for the purpose of financial gain shall be liable for an administrative fine or
civil penalty not to exceed two hundred fifty thousand dollars ($250,000) per
violation and shall also be subject to disgorgement of any proceeds or other
consideration obtained as a result of the violation.

(B) A licensed health care professional who knowingly and willfully obtains,
discloses, or uses medical information in violation of this part for financial gain
shall be liable on a first violation for an administrative fine or civil penalty not
to exceed five thousand dollars ($5,000) per violation, on a second violation for
an administrative fine or civil penalty not to exceed twenty-five thousand
dollars ($25,000) per violation, or on a third and subsequent violation for an
administrative fine or civil penalty not to exceed two hundred fifty thousand
dollars ($250,000) per violation and shall also be subject to disgorgement of
any proceeds or other consideration obtained as a result of the violation. This
subdivision shall not be construed to limit the liability of a health care service
plan, a contractor, or a provider of health care that is not a licensed health care
professional for any violation of this part.

(4) This subdivision shall not be construed as authorizing an administrative
fine or civil penalty under both paragraphs (2) and (3) for the same violation.

(5) A person or entity who is not permitted to receive medical information
pursuant to this part and who knowingly and willfully obtains, discloses, or
uses medical information without written authorization from the patient shall be
liable for a civil penalty not to exceed two hundred fifty thousand dollars
($250,000) per violation.

(d) In assessing the amount of an administrative fine or civil penalty pursuant
to subdivision (c), the State Department of Public Health, licensing agency, or
certifying board or court shall consider any of the relevant circumstances
presented by any of the parties to the case including, but not limited to, the
following:
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(1) Whether the defendant has made a reasonable, good faith attempt to
comply with this part.

(2) The nature and seriousness of the misconduct.

(3) The harm to the patient, enrollee, or subscriber.

(4) The number of violations.

(5) The persistence of the misconduct.

(6) The length of time over which the misconduct occurred.

(7) The willfulness of the defendant’s misconduct.

(8) The defendant’s assets, liabilities, and net worth.

(e) (1) Inan action brought by an individual pursuant to subdivision (b) on or
after January 1, 2013, in which the defendant establishes the affirmative
defense in paragraph (2), the court shall award any actual damages and
reasonable attorney’s fees and costs, but shall not award nominal damages for a
violation of this part.

(2) The defendant is entitled to an affirmative defense if all of the following
are established, subject to the equitable considerations in paragraph (3):

(A) The defendant is a covered entity or business associate, as defined in
Section 160.103 of Title 45 of the Code of Federal Regulations, in effect as of
January 1, 2012.

(B) The defendant has complied with any obligations to notify all persons
entitled to receive notice regarding the release of the information or records.

(C) The release of confidential information or records was solely to another
covered entity or business associate.

(D) The release of confidential information or records was not an incident of
medical identity theft. For purposes of this subparagraph, “medical identity
theft” means the use of an individual’s personal information, as defined in
Section 1798.80, without the individual’s knowledge or consent, to obtain
medical goods or services, or to submit false claims for medical services.

(E) The defendant took appropriate preventive actions to protect the
confidential information or records against release consistent with the
defendant’s obligations under this part or other applicable state law and the
Health Insurance Portability and Accountability Act of 1996 (Public Law 104-
191) (HIPAA) and all HIPAA Administrative Simplification Regulations in
effect on January 1, 2012, contained in Parts 160, 162, and 164 of Title 45 of
the Code of Federal Regulations, and Part 2 of Title 42 of the Code of Federal
Regulations, including, but not limited to, all of the following:

(i) Developing and implementing security policies and procedures.

(ii) Designating a security official who is responsible for developing and
implementing its security policies and procedures, including educating and
training the workforce.

(iii) Encrypting the information or records, and protecting against the release
or use of the encryption key and passwords, or transmitting the information or
records in a manner designed to provide equal or greater protections against
improper disclosures.

(F) The defendant took reasonable and appropriate corrective action after the
release of the confidential information or records, and the covered entity or
business associate that received the confidential information or records
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destroyed or returned the confidential information or records in the most
expedient time possible and without unreasonable delay, consistent with any
measures necessary to determine the scope of the breach and restore the
reasonable integrity of the data system. A court may consider this subparagraph
to be established if the defendant shows in detail that the covered entity or
business associate could not destroy or return the confidential information or
records because of the technology utilized.

(G) The covered entity or business associate that received the confidential
information or records, or any of its agents, independent contractors, or
employees, regardless of the scope of the employee’s employment, did not
retain, use, or release the information or records.

(H) After the release of the confidential information or records, the defendant
took reasonable and appropriate action to prevent a future similar release of
confidential information or records.

(1) The defendant has not previously established an affirmative defense
pursuant to this subdivision, or the court determines, in its discretion, that
application of the affirmative defense is compelling and consistent with the
purposes of this section to promote reasonable conduct in light of all the facts.

(3) (A) In determining whether the affirmative defense may be established
pursuant to paragraph (2), the court shall consider the equity of the situation,
including, but not limited to, (i) whether the defendant has previously violated
this part, regardless of whether an action has previously been brought, and (ii)
the nature of the prior violation.

(B) To the extent the court allows discovery to determine whether there has
been any other violation of this part that the court will consider in balancing the
equities, the defendant shall not provide any medical information, as defined in
Section 56.05. The court, in its discretion, may enter a protective order
prohibiting the further use of any personal information, as defined in Section
1798.80, about the individual whose medical information may have been
disclosed in a prior violation.

(4) In an action under this subdivision in which the defendant establishes the
affirmative defense pursuant to paragraph (2), a plaintiff shall be entitled to
recover reasonable attorney’s fees and costs without regard to an award of
actual or nominal damages or the imposition of administrative fines or civil
penalties.

(5) In an action brought by an individual pursuant to subdivision (b) on or
after January 1, 2013, in which the defendant establishes the affirmative
defense pursuant to paragraph (2), a defendant shall not be liable for more than
one judgment on the merits under this subdivision for releases of confidential
information or records arising out of the same event, transaction, or occurrence.

(f) (1) The civil penalty pursuant to subdivision (c) shall be assessed and
recovered in a civil action brought in the name of the people of the State of
California in any court of competent jurisdiction by any of the following:

(A) The Attorney General.

(B) A district attorney.

(C) A county counsel authorized by agreement with the district attorney in
actions involving violation of a county ordinance.
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(D) A city attorney of a city.

(E) A city attorney of a city and county having a population in excess of
750,000, with the consent of the district attorney.

(F) A city prosecutor in a city having a full-time city prosecutor or, with the
consent of the district attorney, by a city attorney in a city and county.

(G) The State Public Health Officer, or his or her designee, may recommend
that a person described in subparagraphs (A) to (F), inclusive, bring a civil
action under this section.

(2) If the action is brought by the Attorney General, one-half of the penalty
collected shall be paid to the treasurer of the county in which the judgment was
entered, and one-half to the General Fund. If the action is brought by a district
attorney or county counsel, the penalty collected shall be paid to the treasurer
of the county in which the judgment was entered. Except as provided in
paragraph (3), if the action is brought by a city attorney or city prosecutor, one-
half of the penalty collected shall be paid to the treasurer of the city in which
the judgment was entered and one-half to the treasurer of the county in which
the judgment was entered.

(3) If the action is brought by a city attorney of a city and county, the entire
amount of the penalty collected shall be paid to the treasurer of the city and
county in which the judgment was entered.

(4) This section shall not be construed as authorizing both an administrative
fine and civil penalty for the same violation.

(5) Imposition of a fine or penalty provided for in this section shall not
preclude imposition of other sanctions or remedies authorized by law.

(6) Administrative fines or penalties issued pursuant to Section 1280.15 of
the Health and Safety Code shall offset any other administrative fine or civil
penalty imposed under this section for the same violation.

(9) For purposes of this section, “knowing” and “willful” shall have the same
meanings as in Section 7 of the Penal Code.

(h) A person who discloses protected medical information in accordance with
the provisions of this part is not subject to the penalty provisions of this part.

56.37. Requiring Patient to Authorize Disclosure of Information as
Condition for Service is Prohibited

(@) No provider of health care, health care service plan, or contractor may
require a patient, as a condition of receiving health care services, to sign an
authorization, release, consent, or waiver that would permit the disclosure of
medical information that otherwise may not be disclosed under Section 56.10
or any other provision of law. However, a health care service plan or disability
insurer may require relevant enrollee or subscriber medical information as a
condition of the medical underwriting process, provided that Sections 1374.7
and 1389.1 of the Health and Safety Code are strictly observed.

(b) Any waiver by a patient of the provisions of this part, except as authorized
by Section 56.11 or 56.21 or subdivision (b) of Section 56.26, shall be deemed
contrary to public policy and shall be unenforceable.
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Civil Code
Division 3, Part 4

PART 4. OBLIGATIONS ARISING FROM PARTICULAR
TRANSACTIONS

Section
1798.29. Security Breach Notification
1798.82. Security Breach Notification

Title 1.8. Personal Data

1798.29. Computerized Data; Security Breach Notification
Requirements

(a) Any agency that owns or licenses computerized data that includes
personal information shall disclose any breach of the security of the system
following discovery or notification of the breach in the security of the data to
any resident of California whose unencrypted personal information was, or is
reasonably believed to have been, acquired by an unauthorized person. The
disclosure shall be made in the most expedient time possible and without
unreasonable delay, consistent with the legitimate needs of law enforcement, as
provided in subdivision (c), or any measures necessary to determine the scope
of the breach and restore the reasonable integrity of the data system.

(b) Any agency that maintains computerized data that includes personal
information that the agency does not own shall notify the owner or licensee of
the information of any breach of the security of the data immediately following
discovery, if the personal information was, or is reasonably believed to have
been, acquired by an unauthorized person.

(c) The notification required by this section may be delayed if a law
enforcement agency determines that the notification will impede a criminal
investigation. The notification required by this section shall be made after the
law enforcement agency determines that it will not compromise the
investigation.

(d) Any agency that is required to issue a security breach notification
pursuant to this section shall meet all of the following requirements:

(1) The security breach notification shall be written in plain language, shall
be titled “Notice of Data Breach,” and shall present the information described
in paragraph (2) under the following headings: “What Happened,” “What
Information Was Involved,” “What We Are Doing,” “What You Can Do,” and
“For More Information.” Additional information may be provided as a
supplement to the notice.

(A) The format of the notice shall be designed to call attention to the nature
and significance of the information it contains.

(B) The title and headings in the notice shall be clearly and conspicuously
displayed.
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(C) The text of the notice and any other notice provided pursuant to this
section shall be no smaller than 10-point type.

(D) For a written notice described in paragraph (1) of subdivision (i), use of
the model security breach notification form prescribed below or use of the
headings described in this paragraph with the information described in
paragraph (2), written in plain language, shall be deemed to be in compliance
with this subdivision.

[Refer to statutory language for table contents —
http://www.leginfo.legislature.ca.gov]

(E) For an electronic notice described in paragraph (2) of subdivision (i), use
of the headings described in this paragraph with the information described in
paragraph (2), written in plain language, shall be deemed to be in compliance
with this subdivision.

(2) The security breach notification described in paragraph (1) shall include,
at a minimum, the following information:

(A) The name and contact information of the reporting agency subject to this
section.

(B) A list of the types of personal information that were or are reasonably
believed to have been the subject of a breach.

(C) If the information is possible to determine at the time the notice is
provided, then any of the following: (i) the date of the breach, (ii) the estimated
date of the breach, or (iii) the date range within which the breach occurred. The
notification shall also include the date of the notice.

(D) Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice
is provided.

(E) A general description of the breach incident, if that information is
possible to determine at the time the notice is provided.

(F) The toll-free telephone numbers and addresses of the major credit
reporting agencies, if the breach exposed a social security number or a driver’s
license or California identification card number.

(3) At the discretion of the agency, the security breach notification may also
include any of the following:

(A) Information about what the agency has done to protect individuals whose
information has been breached.

(B) Advice on steps that the person whose information has been breached
may take to protect himself or herself.

(e) Any agency that is required to issue a security breach notification
pursuant to this section to more than 500 California residents as a result of a
single breach of the security system shall electronically submit a single sample
copy of that security breach notification, excluding any personally identifiable
information, to the Attorney General. A single sample copy of a security breach
notification shall not be deemed to be within subdivision (f) of Section 6254 of
the Government Code.

(f) For purposes of this section, “breach of the security of the system” means
unauthorized acquisition of computerized data that compromises the security,
confidentiality, or integrity of personal information maintained by the agency.
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Good faith acquisition of personal information by an employee or agent of the
agency for the purposes of the agency is not a breach of the security of the
system, provided that the personal information is not used or subject to further
unauthorized disclosure.

(9) For purposes of this section, “personal information” means either of the
following:

(1) An individual’s first name or first initial and last name in combination
with any one or more of the following data elements, when either the name or
the data elements are not encrypted:

(A) Social security number.

(B) Driver’s license number or California identification card number.

(C) Account number, credit or debit card number, in combination with any
required security code, access code, or password that would permit access to an
individual’s financial account.

(D) Medical information.

(E) Health insurance information.

(F) Information or data collected through the use or operation of an
automated license plate recognition system, as defined in Section 1798.90.5.

(2) A user name or email address, in combination with a password or security
question and answer that would permit access to an online account.

(h) (1) For purposes of this section, “personal information” does not include
publicly available information that is lawfully made available to the general
public from federal, state, or local government records.

(2) For purposes of this section, “medical information” means any
information regarding an individual’s medical history, mental or physical
condition, or medical treatment or diagnosis by a health care professional.

(3) For purposes of this section, “health insurance information” means an
individual’s health insurance policy number or subscriber identification
number, any unique identifier used by a health insurer to identify the
individual, or any information in an individual’s application and claims history,
including any appeals records.

(4) For purposes of this section, “encrypted” means rendered unusable,
unreadable, or indecipherable to an unauthorized person through a security
technology or methodology generally accepted in the field of information
security.

(i) For purposes of this section, “notice” may be provided by one of the
following methods:

(1) Written notice.

(2) Electronic notice, if the notice provided is consistent with the provisions
regarding electronic records and signatures set forth in Section 7001 of Title 15
of the United States Code.

(3) Substitute notice, if the agency demonstrates that the cost of providing
notice would exceed two hundred fifty thousand dollars ($250,000), or that the
affected class of subject persons to be notified exceeds 500,000, or the agency
does not have sufficient contact information. Substitute notice shall consist of
all of the following:
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(A) Email notice when the agency has an email address for the subject
persons.

(B) Conspicuous posting, for a minimum of 30 days, of the notice on the
agency’s Internet Web site page, if the agency maintains one. For purposes of
this subparagraph, conspicuous posting on the agency’s Internet Web site
means providing a link to the notice on the home page or first significant page
after entering the Internet Web site that is in larger type than the surrounding
text, or in contrasting type, font, or color to the surrounding text of the same
size, or set off from the surrounding text of the same size by symbols or other
marks that call attention to the link.

(C) Notification to major statewide media and the Office of Information
Security within the Department of Technology.

(4) In the case of a breach of the security of the system involving personal
information defined in paragraph (2) of subdivision (g) for an online account,
and no other personal information defined in paragraph (1) of subdivision (g),
the agency may comply with this section by providing the security breach
notification in electronic or other form that directs the person whose personal
information has been breached to promptly change his or her password and
security question or answer, as applicable, or to take other steps appropriate to
protect the online account with the agency and all other online accounts for
which the person uses the same user name or email address and password or
security question or answer.

(5) In the case of a breach of the security of the system involving personal
information defined in paragraph (2) of subdivision (g) for login credentials of
an email account furnished by the agency, the agency shall not comply with
this section by providing the security breach notification to that email address,
but may, instead, comply with this section by providing notice by another
method described in this subdivision or by clear and conspicuous notice
delivered to the resident online when the resident is connected to the online
account from an Internet Protocol address or online location from which the
agency knows the resident customarily accesses the account.

(j) Notwithstanding subdivision (i), an agency that maintains its own
notification procedures as part of an information security policy for the
treatment of personal information and is otherwise consistent with the timing
requirements of this part shall be deemed to be in compliance with the
notification requirements of this section if it notifies subject persons in
accordance with its policies in the event of a breach of security of the system.

(k) Notwithstanding the exception specified in paragraph (4) of subdivision
(b) of Section 1798.3, for purposes of this section, “agency” includes a local
agency, as defined in subdivision (a) of Section 6252 of the Government Code.

Title 1.81. Customer Records
1798.82 Security Breach Notification Requirements
(a) A person or business that conducts business in California, and that owns

or licenses computerized data that includes personal information, shall disclose
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a breach of the security of the system following discovery or notification of the
breach in the security of the data to a resident of California whose unencrypted
personal information was, or is reasonably believed to have been, acquired by
an unauthorized person. The disclosure shall be made in the most expedient
time possible and without unreasonable delay, consistent with the legitimate
needs of law enforcement, as provided in subdivision (c), or any measures
necessary to determine the scope of the breach and restore the reasonable
integrity of the data system.

(b) A person or business that maintains computerized data that includes
personal information that the person or business does not own shall notify the
owner or licensee of the information of the breach of the security of the data
immediately following discovery, if the personal information was, or is
reasonably believed to have been, acquired by an unauthorized person.

(c) The notification required by this section may be delayed if a law
enforcement agency determines that the notification will impede a criminal
investigation. The notification required by this section shall be made promptly
after the law enforcement agency determines that it will not compromise the
investigation.

(d) A person or business that is required to issue a security breach
notification pursuant to this section shall meet all of the following
requirements:

(1) The security breach notification shall be written in plain language, shall
be titled “Notice of Data Breach,” and shall present the information described
in paragraph (2) under the following headings: “What Happened,” “What
Information Was Involved,” “What We Are Doing,” “What You Can Do,” and
“For More Information.” Additional information may be provided as a
supplement to the notice.

(A) The format of the notice shall be designed to call attention to the nature
and significance of the information it contains.

(B) The title and headings in the notice shall be clearly and conspicuously
displayed.

(C) The text of the notice and any other notice provided pursuant to this
section shall be no smaller than 10-point type.

(D) For a written notice described in paragraph (1) of subdivision (j), use of
the model security breach notification form prescribed below or use of the
headings described in this paragraph with the information described in
paragraph (2), written in plain language, shall be deemed to be in compliance
with this subdivision.

[Refer to statutory language for table contents —
http://www.leginfo.legislature.ca.gov]

(E) For an electronic notice described in paragraph (2) of subdivision (j), use
of the headings described in this paragraph with the information described in
paragraph (2), written in plain language, shall be deemed to be in compliance
with this subdivision.

(2) The security breach notification described in paragraph (1) shall include,
at a minimum, the following information:
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(A) The name and contact information of the reporting person or business
subject to this section.

(B) A list of the types of personal information that were or are reasonably
believed to have been the subject of a breach.

(C) If the information is possible to determine at the time the notice is
provided, then any of the following: (i) the date of the breach, (ii) the estimated
date of the breach, or (iii) the date range within which the breach occurred. The
notification shall also include the date of the notice.

(D) Whether notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice
is provided.

(E) A general description of the breach incident, if that information is
possible to determine at the time the notice is provided.

(F) The toll-free telephone numbers and addresses of the major credit
reporting agencies if the breach exposed a social security number or a driver’s
license or California identification card humber.

(G) If the person or business providing the notification was the source of the
breach, an offer to provide appropriate identity theft prevention and mitigation
services, if any, shall be provided at no cost to the affected person for not less
than 12 months along with all information necessary to take advantage of the
offer to any person whose information was or may have been breached if the
breach exposed or may have exposed personal information defined in
subparagraphs (A) and (B) of paragraph (1) of subdivision (h).

(3) At the discretion of the person or business, the security breach
notification may also include any of the following:

(A) Information about what the person or business has done to protect
individuals whose information has been breached.

(B) Advice on steps that the person whose information has been breached
may take to protect himself or herself.

(e) A covered entity under the federal Health Insurance Portability and
Accountability Act of 1996 (42 U.S.C. Sec. 1320d et seq.) will be deemed to
have complied with the notice requirements in subdivision (d) if it has
complied completely with Section 13402(f) of the federal Health Information
Technology for Economic and Clinical Health Act (Public Law 111-5).
However, nothing in this subdivision shall be construed to exempt a covered
entity from any other provision of this section.

(f) A person or business that is required to issue a security breach notification
pursuant to this section to more than 500 California residents as a result of a
single breach of the security system shall electronically submit a single sample
copy of that security breach notification, excluding any personally identifiable
information, to the Attorney General. A single sample copy of a security breach
notification shall not be deemed to be within subdivision (f) of Section 6254 of
the Government Code.

(9) For purposes of this section, “breach of the security of the system” means
unauthorized acquisition of computerized data that compromises the security,
confidentiality, or integrity of personal information maintained by the person or
business. Good faith acquisition of personal information by an employee or
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agent of the person or business for the purposes of the person or business is not
a breach of the security of the system, provided that the personal information is
not used or subject to further unauthorized disclosure.

(h) For purposes of this section, “personal information” means either of the
following:

(1) An individual’s first name or first initial and last name in combination
with any one or more of the following data elements, when either the name or
the data elements are not encrypted:

(A) Social security number.

(B) Driver’s license number or California identification card number.

(C) Account number, credit or debit card number, in combination with any
required security code, access code, or password that would permit access to an
individual’s financial account.

(D) Medical information.

(E) Health insurance information.

(F) Information or data collected through the use or operation of an
automated license plate recognition system, as defined in Section 1798.90.5.

(2) A user name or email address, in combination with a password or security
question and answer that would permit access to an online account.

(i) (1) For purposes of this section, “personal information” does not include
publicly available information that is lawfully made available to the general
public from federal, state, or local government records.

(2) For purposes of this section, “medical information” means any
information regarding an individual’s medical history, mental or physical
condition, or medical treatment or diagnosis by a health care professional.

(3) For purposes of this section, “health insurance information” means an
individual’s health insurance policy number or subscriber identification
number, any unique identifier used by a health insurer to identify the
individual, or any information in an individual’s application and claims history,
including any appeals records.

(4) For purposes of this section, “encrypted” means rendered unusable,
unreadable, or indecipherable to an unauthorized person through a security
technology or methodology generally accepted in the field of information
security.

(j) For purposes of this section, “notice” may be provided by one of the
following methods:

(1) Written notice.

(2) Electronic notice, if the notice provided is consistent with the provisions
regarding electronic records and signatures set forth in Section 7001 of Title 15
of the United States Code.

(3) Substitute notice, if the person or business demonstrates that the cost of
providing notice would exceed two hundred fifty thousand dollars ($250,000),
or that the affected class of subject persons to be notified exceeds 500,000, or
the person or business does not have sufficient contact information. Substitute
notice shall consist of all of the following:

(A) Email notice when the person or business has an email address for the
subject persons.
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(B) Conspicuous posting, for a minimum of 30 days, of the notice on the
Internet Web site page of the person or business, if the person or business
maintains one. For purposes of this subparagraph, conspicuous posting on the
person’s or business’s Internet Web site means providing a link to the notice on
the home page or first significant page after entering the Internet Web site that
is in larger type than the surrounding text, or in contrasting type, font, or color
to the surrounding text of the same size, or set off from the surrounding text of
the same size by symbols or other marks that call attention to the link.

(C) Notification to major statewide media.

(4) In the case of a breach of the security of the system involving personal
information defined in paragraph (2) of subdivision (h) for an online account,
and no other personal information defined in paragraph (1) of subdivision (h),
the person or business may comply with this section by providing the security
breach notification in electronic or other form that directs the person whose
personal information has been breached promptly to change his or her password
and security question or answer, as applicable, or to take other steps appropriate
to protect the online account with the person or business and all other online
accounts for which the person whose personal information has been breached
uses the same user name or email address and password or security question or
answer.

(5) In the case of a breach of the security of the system involving personal
information defined in paragraph (2) of subdivision (h) for login credentials of
an email account furnished by the person or business, the person or business
shall not comply with this section by providing the security breach notification
to that email address, but may, instead, comply with this section by providing
notice by another method described in this subdivision or by clear and
conspicuous notice delivered to the resident online when the resident is
connected to the online account from an Internet Protocol address or online
location from which the person or business knows the resident customarily
accesses the account.

(k) Notwithstanding subdivision (j), a person or business that maintains its
own notification procedures as part of an information security policy for the
treatment of personal information and is otherwise consistent with the timing
requirements of this part, shall be deemed to be in compliance with the
notification requirements of this section if the person or business notifies
subject persons in accordance with its policies in the event of a breach of
security of the system.
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GOVERNMENT CODE

9147.7 Joint Sunset Review Committee
9147.8 Joint Sunset Review Committee Report to Public and Make
recommendations to Legislature

9147.7 Joint Sunset Review Committee

(a) For the purpose of this section, “eligible agency” means any agency,
authority, board, bureau, commission, conservancy, council, department,
division, or office of state government, however denominated, excluding an
agency that is constitutionally created or an agency related to postsecondary
education, for which a date for repeal has been established by statute on or after
January 1, 2011.

(b) The Joint Sunset Review Committee is hereby created to identify and
eliminate waste, duplication, and inefficiency in government agencies. The
purpose of the committee is to conduct a comprehensive analysis over 15 years,
and on a periodic basis thereafter, of every eligible agency to determine if the
agency is still necessary and cost effective.

(c) Each eligible agency scheduled for repeal shall submit to the committee,
on or before December 1 prior to the year it is set to be repealed, a complete
agency report covering the entire period since last reviewed, including, but not
limited to, the following:

(1) The purpose and necessity of the agency.

(2) A description of the agency budget, priorities, and job descriptions of
employees of the agency.

(3) Any programs and projects under the direction of the agency.

(4) Measures of the success or failures of the agency and justifications for the
metrics used to evaluate successes and failures.

(5) Any recommendations of the agency for changes or reorganization in
order to better fulfill its purpose.

(d) The committee shall take public testimony and evaluate the eligible
agency prior to the date the agency is scheduled to be repealed. An eligible
agency shall be eliminated unless the Legislature enacts a law to extend,
consolidate, or reorganize the eligible agency. No eligible agency shall be
extended in perpetuity unless specifically exempted from the provisions of this
section. The committee may recommend that the Legislature extend the
statutory sunset date for no more than one year to allow the committee more
time to evaluate the eligible agency.

(e) The committee shall be comprised of 10 members of the Legislature. The
Senate Committee on Rules shall appoint five members of the Senate to the
committee, not more than three of whom shall be members of the same political
party. The Speaker of the Assembly shall appoint five members of the
Assembly to the committee, not more than three of whom shall be members of
the same political party. Members shall be appointed within 15 days after the
commencement of the regular session. Each member of the committee who is
appointed by the Senate Committee on Rules or the Speaker of the Assembly
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shall serve during that committee member’s term of office or until that
committee member no longer is a Member of the Senate or the Assembly,
whichever is applicable. A vacancy on the committee shall be filled in the same
manner as the original appointment. Three Assembly Members and three
Senators who are members of the committee shall constitute a quorum for the
conduct of committee business. Members of the committee shall receive no
compensation for their work with the committee.

(f) The committee shall meet not later than 30 days after the first day of the
regular session to choose a chairperson and to establish the schedule for eligible
agency review provided for in the statutes governing the eligible agencies. The
chairperson of the committee shall alternate every two years between a Member
of the Senate and a Member of the Assembly, and the vice chairperson of the
committee shall be a member of the opposite house as the chairperson.

(9) This section shall not be construed to change the existing jurisdiction of
the budget or policy committees of the Legislature.

(h) This section shall not apply to the Bureau of Medical Marijuana
Regulation.

9148.52. Joint Sunset Review Committee Report to Public and Make
Recommendations to Legislature

(a) The Joint Sunset Review Committee established pursuant to Section
9147.7 shall review all eligible agencies.

(b) The committee shall evaluate and make determinations pursuant to Article
7.5 (commencing with Section 9147.7).

(c) Pursuant to an evaluation made as specified in this section, the committee
shall make a report which shall be available to the public and the Legislature on
whether an agency should be terminated, or continued, or whether its functions
should be revised or consolidated with those of another agency, and include any
other recommendations as necessary to improve the effectiveness and
efficiency of the agency. If the committee deems it advisable, the report may
include proposed legislative proposals that would carry out its
recommendations.
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CALIFORNIA PUBLIC RESOURCES CODE

DIVISION 12.2 CONSUMER PRODUCTS CONTAINING
MERCURY

15025. Definitions: Mercury-Added Novelty; Mercury Fever Thermometer;
School
15026. Sale of Mercury Fever Thermometer Prohibited; Exception

PUBLIC RESOURCES CODE

Division 12.2. Consumer Products Containing Mercury

15025. Definitions: Mercury-Added Novelty, Mercury Fever
Thermometer, School

For purposes of this article, the following terms have the following meanings:

(a) "Mercury-added novelty" means a mercury-added product intended mainly
for personal or household enjoyment or adornment. A "mercury-added
novelty" includes, but is not limited to, any item intended for use as a practical
joke, figurine, adornment, toy, game, card, ornament, yard statue or figure,
candle, jewelry, holiday decoration, and item of apparel, including footwear.
"Mercury-added novelty" does not include a product that contains no mercury
other than in a mercury-added button cell battery.

(b) "Mercury fever thermometer" means a mercury-added product that is used
for measuring body temperature. Mercury fever thermometer does not include
a digital thermometer that uses mercury-added button cell batteries.

(c) "School™ means any school used for the purpose of the education of more
than 12 children in kindergarten or any of grades 1 to 12, inclusive.

15026. Sale of Mercury Fever Thermometer Prohibited; Exception

() On and after July 1, 2002, no person, other than a person licensed pursuant
to Article 9 (commencing with Section 4140)of Chapter 9 of Division 2 of the
Business and Professions Code, may sell at retail, or otherwise supply, a
mercury fever thermometer to a consumer or patient in this state. A mercury
fever thermometer may be sold at retail, or otherwise supplied to a consumer or
patient only upon the prescription of a physician, dentist, veterinarian, or
podiatrist. A mercury fever thermometer sold at retail shall be accompanied by
clear written instructions concerning careful handling to avoid breakage and
proper cleanup should breakage occur.

(b) A violation of subdivision (a) is a violation of the requirements of Chapter
9 (commencing with Section 4000) of Division 2 of the Business and
Professions Code and the California State Board of Pharmacy shall enforce the
requirements of subdivision (a) in accordance with Chapter 9.
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